(mﬁsﬁ% Remote Support Assistance

EAST BAY Instructions for Internet Explorer

1.0 Overview / Procedure Descriptions

Remote Support and Assistance (RSA) is a utility that IT Support Staff uses to remotely service computer
requests and issues. The IT Support Staff will contact you and offer remote assistance if they feel that you have
an issue that can be resolved without a visit to your workstation.

2.0 Main Steps

2.1 IT Support Staff Initiates Remote Connection

Follow the instructions that correspond with the method that the IT Support Staff has chosen to initiate your
remote session.

e Option 1 — You are given a Session Key Number
1. Go to http://lwww.csueastbay.edu/servicedesk

Remote Support

If you received a session key,
enter it here.

Session Key

Submit Key +

2. Under the “Remote Support” section, enter the 7-Character Session Key given to you by the IT
Support Staff.

3. Press Submit Key.

e Option 2 — You are sent an email
1. Open the “Remote Support Invitation” sent to you by the IT Support Staff.
2. Click the link within the message.

Subject: RE: Remote Support Invitation from IT Support Staﬁ‘l

IT Support Staff would like to start a support session with you. To do so, please click on the link below and follow the online instructions.

http://askit.csueastbay.edu/?ak=60c50c372d679225d4871b79d178eb8c

Bomgar enables a support representative to view your screen in order to assist you. Session traffic is fully encrypted to protect your system's data.
Once a session has begun, you will be able to end it at any time.

3. If a pop-up window appears asking you to enter a session key, you can close that window and ignore
it.
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2.2 Download RSA Software

1. When prompted to "Start a Support Session with Representative". Click Yes.
2. Click Run to run the software.

File Download - Security Warning

Do you want to run or save this file?

Mame: ...gar-scc-albbb4c1FE4fFE4edbz 3695107 cr43bE . exe
Type: Application, 607 KE

From: bomgar.csueastbay, edu

Bun ][ Save ]l Cancel |

While files from the Internet can be useful, this file type can
@ potentially harm your computer. IF wou do not trust the source, do not
un of zave thiz software, What's the rigk?

3. You may need to approve a security prompt by clicking Run.

Internet Explorer - Security Warning rz|

Do you want to run this software?
Mame: Bomgat Suppork Customer Client
Publisher: Bomgar Corporation

Mu:ure options Bun l | Don'tRon

g While Files From the Internet can be useful, this File type can potentially harm
wour computer, Only run software From publishers wou trust, What's the risk?

4. Click OK to run the application and begin the session.

Open Executable File? E|

[ "bomgar-scc-6d868261842F2b2e2ed275TEd1 8 7T Exe" iFan ubzbla Bila Ewacbabls filae wza
LT-/J conkain viruses or other malicious code that could harm yo Remote Suppart Solutions from Bomgar
this file. Are you sure you want to launch "bamgar-scc-adEa ] C.EXE ¢

[] oon't ask me this again

o4 | ’ Cancel ]

5. Click Accept.

Customer Agreement

This application allows a suppart representative ko request conkral af waur compuker,

[ accept | [ Decline
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6. You will receive a window advising you that you are entering a remote session. Wait while the Agent
completes the connection.

& secure encrypted S5L connection has been established. ~

Your support representative will be with wou shortly, This session
may be recorded for quality assurance.

By continuing to use this application fwhich includes but not limited

to, granting access to andfor viewing of your computer) you are
agreeing to the following:  Full Terms & Conditions 3

' 5 [=1E3
CALIFORNIA STATE
UNIVERSITY ITS Service Desk

7. Once the Agent connects with you, click on “Allow Shared control of your computer”.

i:4) Bomgar Support Customer Client - askit.csueastbay.edu
CALIFORNIA STATE

UNIVERSITY ITS Service Desk

agreeing to the tallowing:  Full lerms & Condiions Y
You are nowe chatting with Gaogan Aneja.

= Allowy shared control of your computer
= Allowy only viewing
* Refuse reguest

-
Gagan Aneja is requesting to view your screen. Please respond: I.l
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2.3 Communicating with the IT Support Staff during the RSA Session

At this point both you and the IT Support Staff have control of your computer. The IT Support Staff may choose to
speak with you over the phone or communicate with you with the built-in chat program. This chat window will
appear once the Agent initiates the chat.

m Bomgar Support Customer Client - askit.csueastbay.edu
CALIFORNIA STATE

UNIVERSITY ITS Service Desk

LAY GULTID W GUU SIS TIY U FUL LUTHPULS ) FUU QI WSSy W IS 2

following: Full Terms & Caonditions

You are now chatting with John Lee Takaki.

Jaohn Lee Takaki is requesting to view your screen. Please respond:
= Alloyy shared control of your computer

= Allowy on by wiewing
* Refuse reguest

John Lee Takaki can now view and control the customer's screen.

John Lee Takaki said to you:
May | take control of your computer?

You said to John Lee Takaki:
es. The problem is that the computer is running very ven slow:,

w
| [+]a] &=

Last message received at 09:27 AM on October 27, 2008

2.4  Ending the RSA Session
Either you or the IT Support Staff can end the RSA session by closing the window.

1. Click Yes to remove the software.

Bomgar Support Customer Client - Confirm

\_..:/ Wauld vou like to end this session and remove this software?

2. When the session ends, you will receive a confirmation pop-up message. Click OK.

Bomgar - Remowval Complete [08/15/2008 08:46] n

i J The RS utility has been completely removed From wour compuker. Your computer can no longer be remotely controlled or accessed,

Thank ¥ou
CSUEE User Suppoart Services

3.0 Support

e Additional CSU East Bay documentation can be found at: www.csueastbay.edu/training
e Send questions to the Service Desk via a ticket at: www.csueastbay.edu/servicedesk
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